ABSTRACT
INTRODUCTION
The security of multimedia data transmitted over wireless networks is of increased interest. Encryption mechanisms securely transmit multimedia data over insecure networks and protect the confidentiality of media content. Watermarking can be used to protect the copyright of media content. Because media encryption and media watermarking serve different applications, they can be combined to protect both confidentiality and ownership/identity. The concept of Commutative Watermarking and Encryption (CWE) was first reported in [1] [2] [3] . It means that multimedia content can either be first watermarked then encrypted or first encrypted then watermarked. Multimedia content first watermarked then encrypted makes use of partial encryption to construct the CWE scheme. In this kind of scheme, the media data is partitioned into two parts, one part of the data is encrypted and the other is watermarked [4] .
Digital watermarking techniques can be classified into two categories: spatial domain techniques and transform domain techniques. Spatial domain techniques usually provide simple embedding schemes with inefficiency and low robustness. By contrast, transform domain watermarking techniques like those based on DCT [5] [6] [7] [8] [9] , DWT [10] [11] [12] [13] typically provide higher image imperceptibility and are much more robust to image manipulations. In these domains watermark is embedded in perceptually significant coefficients of the image. However, DWT has been used more frequently in digital image watermarking due to its time/frequency decomposition characteristics, which resemble to the theoretical models of the human visual system (HVS) [14] [15] . In order to further performance improvements in DWT based digital image watermarking algorithms could be obtained by jointing DWT with DCT [16] [17] . The reason of applying two transform is based on the fact that jointed transform could make up for the disadvantages of each other, so that effective watermarking approaches could acquire.
Chaotic cryptography and watermarking has been attracting more and more attention from the nonlinear system society since the essence of chaos dynamic system matches the very basic criteria of cryptography. Chaos based encryption techniques are considered suitable for practical use as these techniques provide combination of speed, high security, complexity, reasonable computational overheads and computational power [19] [20] .
Hence, in this paper a new Commutative Watermarking and Partial Encryption (CWPE) algorithm based on mixed single level two dimension transform domain (1L 2D DWT-DCT) and Multi-Map Orbit Hopping Chaotic System (MMOH-CS) is proposed and compared with PEW scheme using single level two dimension DWT (PEW 1L 2D DWT) and Multi-Map Orbit Hopping Chaotic System (MMOH-CS). In the proposed algorithm (CWPE 2D DWT DCT), first the host image is decomposed into four subbands using DWT, each wavelet sub-band is scrambled with its own Arnold map then, the horizontal scrambled coefficients is then encrypted using a chaotic scrambled random number pattern which is generated using scrambled multi chaotic logistic maps. Divided the approximation encrypted coefficients into non-overlapping (8x8) blocks, apply DCT to each block and extract the middle frequencies, Comparison based threshold of the extracted DCT mid-band coefficients, finally, watermark bits are embedded in the coefficients of the corresponding DCT middle frequencies. The proposed system is tested under different signal processing attacks. Security analysis for the proposed system is also performed and presented.
PROPOSED CWPE 2D DWT DCT ALGORITHM
The proposed algorithm consists of two stages. The first pre-processing stage is concerned with the preparation of the encryption requirements. In this stage, the biometric features which are considered a secured and authenticated proof of ownership is first generated and combined with a user secret key using the Secure Key Management (SKM) subsystem. SKM generates both chaotic scrambling parameters and initial conditions for the multi map orbit hopping chaotic system. The second processing stage is concerned with the watermark embedding and partial encryption processes. The block diagram of the proposed algorithm is shown in Fig.1. 
Preprocessing Stage
The CWPE 2D DWT DCT Pre-processing Stage consists of Secure Key Management subsystem, Chaotic Scrambling Parameter generator subsystem and Multi-Map Orbit Hopping Chaotic Subsystem.
Secure Key Management Subsystem
The main stages of a typical fingerprint based system; acquisition, representation and feature extraction are implemented to extract the minutiae attributes (x, y, θ) to be used as a biometric key. A post processing step is used to remove spurious detected minutiae. The minutiae data contain three fields per minutiae: x-coordinate, y-coordinate and orientation for a total of 25 minutiae. Every field of minutia data is converted to 9-bit binary. Hence, the total minutiae bits are represented by (25×3×9 = 675 bits) [21] .
Figure 1. Proposed CWPE 1L 2D DWT DCT scheme
The minutiae data (675 bits) are concatenated with the secret key (256-bits) and interleaved using random interleaver [22] . The output is hashed using the Secure Hash Algorithm-256 (SHA-256) to satisfy the diffusion and confusion properties [23] . The ideal diffusion effect for hash value in binary format should be that: any tiny changes in used secret key leads to 50% changing probability for each bit of the output. The output of SHA-256 is then divided into 16 different length sub-keys to control the behavior of the chaotic maps initial conditions and the Arnold map parameters. The first eight sub-keys (192-bits length; 24x8) are used to produce the chaotic maps initial conditions for the MMOH-CS. The last eight sub-keys (64-bits length; 8x8) are used to produce the Arnold secret control parameters needed for the chaotic scrambling parameter generator subsystem. Fig.2 shows the sub-keys generation process. 
Chaotic Scrambling Parameter Generator Subsystem
The DWT scrambling process is based on Arnold Cat Map which is 2-D chaotic map described by [7] : 
Multi-Map Orbit Hopping Chaotic system
The proposed MMOH-CS uses four chaotic logistic maps as shown in Fig. 4 . The multiple chaotic logistic maps are used to generate chaotic orbits hopping patterns for the single level 2D DWT partial encryption algorithm, the multiple logistic maps are given by:
Where, n x and r are the system variable and parameter respectively, n is the number of chaotic orbit and J is the logistic map index. The initial values for each logistic map are generated as shown in Fig. 5 . The initial values are calculated using the following steps:
• Convert the first 24-bit in the four sub-keys to its decimal values.
• Make the number 6 digits. If the original number is shorter than 6 digits, add zeros at the end. If the original number is longer than 6 digits, chop off the extra digits from the left side.
• Multiply the generated 6 digits number by 7 
10
− .
The 
Processing Stage
In this stage, multiple domain watermarking and Partial Multi Map Chaotic Encryption (PMMCE) is applied. The proposed algorithm processing stage is illustrated below.
Watermark Embedding and PMMCE process
• Apply DWT to the host image and computes the approximation coefficient matrix CA and details coefficients matrices (CH, CV and CD).
• Scramble each sub-band using its own Arnold map.
• Apply partial encryption scheme using chaotic scrambled random number pattern bitwise XOR with the scrambled wavelet decomposition CH sub-band only.
• Divide encrypted CA into (8x8) blocks, apply DCT and extract the middle frequencies.
• For watermark embedding, two locations are chosen from mid band region for comparison, when the two differences in magnitude between the two locations being compared does not exceed the threshold; they coefficients are scaled such that they meet this requirement.
Watermark extraction Process and decryption
• Apply de-scrambling and partial decryption scheme.
• Repeat comparison based threshold for the extracted mid band frequencies for each block and revert back the watermark image.
SECURITY ANALYSIS
In this paper, the strength of the proposed encryption algorithm is tested using visual analysis and evaluating the most important security analysis tests, statistical analysis, and differential analysis as illustrated below.
Visual Testing
In order to demonstrate the effectiveness of the proposed algorithm, the Peak Signal to Noise Ratio (PSNR) is used to measure the invisibility of the encrypted watermarked image. PSNR is defined [21] and the results are shown in Table 1 . The 1L 2D DWT DCT encrypted Peppers based on the user secret key and the biometric key is shown in Fig. 7 . Figure 8 . 1L 2D DWT DCT-based enecrypted and decrypted Peppers
Statistical analysis
Statistical analysis has been performed on the proposed algorithm demonstrating its superior confusion and diffusion properties, which strongly resist statistical attacks. This is shown by a test on the correlations of adjacent pixels in the ciphered image. To test the correlation between two vertically adjacent pixels, the correlation coefficient in plain image /cipher image, respectively is calculated using the following two formulas:
Where, x and y are grey scale values of two adjacent pixels in the image. In numerical computation, the following discrete were used:
Differential Analysis
In general, the opponent may make a slight change such as modifying only one pixel of the encrypted image, and then observes the change of the result. In this way, he may be able to find out a meaningful relationship between the plain image and the cipher image. If one minor change in the plain image can cause a significant change in the cipher image, with respect to diffusion and confusion, then this differential attack would become very inefficient and practically useless. To test the influence of one-pixel change on the whole image encrypted by the proposed algorithm, two common measures were used; number of pixels change rate (NPCR) and unified average changing intensity (UACI) [10] . Denote two cipher-images, whose corresponding plainimages have only one-pixel difference, by C 1 and C 2 , respectively. Label the grey-scale values of the pixels at grid (i,j) of C 1 and C 2 by C 1 (i,j) and C 2 (i,j) respectively. Define a bipolar array D with the same size as image C 1 or C 2 , then D (i,j) is determined by C 1 (i,j) and C 2 (i,j) . Namely if
The NPCR and UACI are defined as: (8) With respect to NPCR and UACI estimations for different standard gray scale images, the experimental results in Table I . show that the proposed algorithm is secure against differential attacks and has very low correlation coefficients (r xy ) for different standard gray scale encrypted images. 
SIGNAL PROCESSING ATTACKS (SPA) ANALYSIS
The proposed secure chaotic watermarking algorithm (CWPE 2D DWT DCT) is tested under common signal processing attacks such as Salt & Pepper noise, Gaussian noise, Wiener filter, Median filter, and JPEG compression, Resizing, Rotation and Cropping. Standard grayscale Peppers image (512x512) pixels and the embedded watermark binary image (12x9) pixels are used. The decrypted watermarked Peppers image has PSNR value of 35.07 dB under no signal processing attacks on the other hand the secure chaotic watermarking algorithm (CWPE 2D DWT), the decrypted watermarked Peppers image has PSNR value of 30.98 dB under no signal processing attacks. Security analysis for Peppers image under different signal processing attacks is shown in table II. Table II demonstrates the security strength of the encrypted watermarked image is still high under different signal processing attacks.
Table III-V show the quality of the extracted watermark image after the different signal processing attacks using the PSNR measure (measured between the original watermark and the extracted watermark) and the Normalized Cross Correlation (NCC) measure is given by: is the extracted watermark pixel value and M.N is the image size [8] . 
CONCLUSIONS
In this paper, a new Commutative Watermarking and Partial Encryption (CWPE) algorithm based on mixed single level two dimension transform domain (1L 2D DWT-DCT) and Multi-Map Orbit Hopping Chaotic System (MMOH-CS) is proposed and compared with PEW scheme using single level two dimension DWT (PEW 1L 2D DWT) and Multi-Map Orbit Hopping Chaotic System (MMOH-CS). In the proposed algorithm, the horizontal coefficients sub-band decomposition is only encrypted so; it is able to reduce the encryption to one quarter of the image information. Divided the approximation encrypted coefficients into non-overlapping (8x8) blocks, apply DCT to each block and extract the middle frequencies, Comparison based threshold of the extracted DCT mid-band coefficients, finally, watermark bits are embedded in the coefficients of the corresponding DCT middle frequencies. The proposed system is tested under different signal processing attacks. Security analysis for the proposed system is also performed and presented. Simulated results confirmed the robustness of the proposed system against common signal processing attacks especially median filtering and JPEG compression. Also the proposed algorithm has been securely analyzed using various security measures. The proposed algorithm provides a high security levels for real time application. 
